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Overview

1.

This submission for the Universal Periodic Review (UPR) of Turkey addresses the
significant human rights concerns arising from the prosecution of individuals based
on their alleged use of ByLock, an encrypted messaging application similar to Signal
and Telegram; and algorithmic persecution in Turkey’s post-coup crackdown,
specifically through the application of an algorithmic system known as the “FETO-
Meter”.

Unfair trials: Introduction

2.

Since the 2016 attempted coup in Turkey, over 90,000 individuals, including public
servants, police officers, academics, judges, prosecutors, businesspeople and even
university students and housewives have been purged or arrested for their alleged
use of ByLock. In the immediate aftermath of the 2016 attempted coup, the Turkish
authorities claimed that this app had been created exclusively for the ‘Gllen
Movement (GM) — a religious organization designated as the FETO/PDY (Fetullahist
Terrorist Organisation/Parallel State Structure) due to their alleged involvement in
organising the abortive coup.

Since the post-coup emergency rule, the Turkish domestic courts, including the
Turkish Court of Cassation and the Turkish Constitutional Court, have consistently
regarded involvement in the ByLock network as sufficient grounds for convicting
someone of membership in an armed terrorist organisation under Article 314(2) of
the Turkish Penal Code, even in the absence of other evidence. In turn, those caught
in the ‘ByLock’ dragnet have been frantically attempting to vindicate themselves,
arguing that they either never downloaded the app or, if they did, never used it for
criminal or terrorist activities.

The case of Yalginkaya v Turkiye, decided by the Grand Chamber of the European
Court of Human Rights (ECtHR) on 26 September 2023, represents a significant
milestone in the evolving discourse surrounding the use of ByLock. As explained
below, this landmark case has spotlighted the systemic nature of human rights
violations arising from domestic prosecutions and convictions related to the use of
ByLock, particularly in the context of fair trial rights, freedom of expression, and
freedom of assembly under the European Convention on Human Rights (ECHR).

Despite this decision binding Turkish courts under Article 46 of the European
Convention on Human Rights (ECHR), which Tirkiye is bound to as per Article 90 of
its constitution, the Kayseri 2" Assize Court reaffirmed the conviction of Mr. Yiiksel
Yalginkaya on 12 September 2024. The Kayseri Court stated that its previous
judgment, that the ECtHR found had breached articles 6, 7 and 11 of the ECHR, in
conformity with the law.?

This submission aims to highlight the urgent need for Turkey to address these
systemic human rights violations and take concrete steps towards reforming its legal
framework and judicial practices to prevent further miscarriages of justice and
safeguard the rights of all individuals, including those accused of ByLock-related
offenses.

Factual background
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7.

ByLock is a communications app for encrypted written and voice messages.
Accessible via most online markets and app stores including the Google Play Store
and Apple Store, it was in operation between 14 March 2014 and 19 February 2016.
A report by FOX-IT, a Dutch forensic IT company, found that ByLock was
downloaded more than 100,000 times on the Google Play Store alone.? In 2020, a
pro-Turkish government media outlet reported that over 92,000 people had been
identified and prosecuted for allegedly using the ByLock app,® while the actual
numbers could be higher as this practice continues unabated.*

The Turkish Government claims that ByLock was exclusively designed and
developed to fulfil the communication needs of the GM (also known as the
“exclusivity claim”). This claim is routinely rubber-stamped by the Turkish judiciary
despite numerous expert reports refuting it. To name a few, digital forensic reports by
leading firm such as Fox-IT® and experts such as Jason Frankovitz® and Thomas
Kevin Moore’ have proved that this exclusivity claim is erroneous.

A comprehensive report released by the Italian Federation for Human Rights in July
2023 found that in 78 of the 118 indictments examined, ByLock usage has emerged
as the most damning and often decisive evidence, particularly in the post-coup
period, among the various criteria used to charge individuals under Article 314 of the
Turkish Penal Code (TPC) for alleged membership of the GM.2

ByLock cases before international human rights bodies

a)

10.

11.

b)

UN bodies

In several opinions, the UN Working Group on Arbitrary Detention (UN WGAD) has
consistently concluded that downloading and using ByLock represents the exercise
of a person’s basic rights to freedom of opinion and expression.® Indeed, they
conclude that the rights to freedom of opinion and expression protect all forms of
expression, as well as the means of their dissemination, including all forms of audio-
visual, electronic and internet-based modes of expression.1° In that regard, the UN
WGAD stressed that the Turkish government made detailed submissions on how
ByLock had been used by individuals who were linked to the GM in general, but had
failed to elaborate on how the alleged use of the ByLock application by any of the
accused individuals could amount to a criminal act. Notably, the UN Working Group
recalls that this pattern, which involves widespread or systematic imprisonment or
other severe deprivation of liberty, in violation of the rules of international law,
suggests that under certain circumstances, these may amount to crimes against
humanity.

In a similar vein, in the case of Ismet Ozcelik,'* where the complainant was accused
of membership of an armed terrorist organisation on the basis of downloading
ByLock, the UN Human Rights Committee (HRC) found that Turkey has failed to
substantiate that the detention of the applicants (authors, in the jargon of the HRC)
meets the criteria of reasonability and necessity and this amounted to a violation of
their rights under Article 9 (1-2) of the International Convention on Civil and Political
Rights. 12

The European Court of Human Rights
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12.

13.

14.

To date, the ECtHR has issued several important decisions that relate to the use of
ByLock. In the Akgiin case of July 2021, in which the applicant was a former police
officer held in pre-trial detention in October 2016 due to his alleged use of the ByLock
app and subsequently convicted for being a member of GM,** the ECtHR found that
Turkey had violated Article 5(1) (the right to liberty and security), Article 5(3)
(entitlement to trial within a reasonable time, or to release pending trial) and Article
5(4) (the right to a speedy decision on the lawfulness of detention). The court
considered that, when ordering the applicant’s pre-trial detention in October 2016,
the Turkish domestic court did not have sufficient information on the nature of ByLock
to conclude that this messaging application was used exclusively by members of the
“FETO” organisation for the purposes of internal communication. The Court
concluded that in the absence of other evidence or information, the mere usage of
ByLock, could not, on its own, indicate that there were reasonable suspicions that
would satisfy an objective observer that he had indeed used ByLock in a manner that
could amount to the alleged offences.

In the case of Taner Kilig,** the applicant, a prominent human rights defender and a
co-founder of the Turkish branch of Amnesty International, was arrested and
detained based mainly on his alleged use of ByLock together with other additional
contextual factors including his subscription to the Zaman newspaper, allegedly
linked to FETO/PDY; his family connection with the newspaper through his brother-
in-law, who served as an editor; and the enrolment of his children in educational
institutions with purported ties to FETO/PDY. In its decision, the ECtHR found
violations under 5(1), 5(3), 5(4), and 5(5), as well as Article 10 ECHR. Notably, in its
analysis in relation to the use of ByLock, the Court initially distinguished the present
case from its Akgln judgment as the evidence presented by the domestic authorities
in the Taner Kili¢ case extended beyond the utilization of ByLock. Importantly, the
ECtHR examined the police report commonly referred to as the “BylLock
Determination or Evaluation Minute” and characterized this report as a “blunt finding”,
noting its lack of clear indication regarding the authorities' basis for the conclusion
and the absence of underlying data or information on collection methods. Building
upon Akgtin, the Court concluded that the exclusive use of an encrypted
communication application could not, by itself, be considered a constituent element
of a criminal offence.

The recent case of Yalginkaya v Turkiye from 26 September 2023 stands as the
most important decision regarding the criminalization of the use of ByLock given the
numerous violations found by the ECtHR. In the Yalginkaya judgment, the Grand
Chamber made significant findings regarding the applicant’s conviction based on the
use of ByLock, concluding that it clearly violated fundamental principles enshrined in
the ECHR, particularly Articles 6 and 7 ECHR. Specifically, the Grand Chamber
emphasised that the arbitrary judicial decisions based on the alleged use of ByLock
ran counter to the core objectives of Article 7 ECHR (no punishment without law) by
creating a near-automatic presumption of guilt for the victims, rendering it nearly
impossible for them to challenge the ByLock evidence and prove their

innocence. Importantly, the Yalginkaya case sheds light on the rare invocation of
Article 7, a fundamental safeguard against arbitrary or unfair criminal prosecution and
punishment. The Yalginkaya judgment represents only the 60" violation of Article 7 in
the ECHR’s history of over 25,000 violations between 1959 and 2022.1°
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15. More importantly, the Grand Chamber underscored that the problems leading to
these violations were of a “systemic nature”. Currently, there are approximately 8,500
pending applications before the court that involve similar complaints under Articles 6
and/or 7 of the Convention. Given that the authorities had identified around 100,000
ByLock users, it is likely that many more such applications could be submitted.
Therefore, the systemic nature of the issues became evident. In accordance with
Article 46 ECHR, the court ruled that Turkey must take appropriate general measures
to address these systemic problems, particularly regarding the Turkish judiciary’s
handling of ByLock evidence.

16. Moreover, there were notable procedural deficiencies in the criminal proceedings
against the applicant, particularly in relation to his access to the ByLock evidence
specific to his case and his ability to effectively contest it. These shortcomings
amounted to a breach of his right to a fair trial as guaranteed by Article 6 ECHR.
However, it should be stressed that the Court left several important questions
unaddressed concerning the use of ByLock in Turkey that lie at the intersection of
digital evidence and the right to a fair trial including admissibility of evidence, quality
of evidence, requirement of an adversarial proceeding, and entitlement of disclosure.
A detailed analysis on the important issues is provided in a recent comprehensive
report published by Statewatch in March 2024, attached in appendix.t®

17. The Grand Chamber also found a violation of Article 11 (freedom of assembly and
association), as the domestic courts had interpreted Article 314(2) TPC in a broad,
extensive and unforeseeable manner so as to include the applicant’s membership of
a trade union and an association (Aktif Egitim-Sen and Kayseri Voluntary Educators
Association respectively) as indications of criminal conduct, such as incitement to
violence or rejection of democratic society’s foundations. However, both associations
had been operating lawfully before the 2016 attempted coup.’

18. In the most recent case of Parildak decided on 19 March 2024, concerning the pre-
trial detention of a journalist mainly based on the alleged use of ByLock, the ECtHR
found violations of Articles 5(1) and 5(3) ECHR, as the applicant’s detention lacked
reasonable suspicion; and Article 10, as her arbitrary detention interfered with her
freedom of expression.*® In relation to the applicant’s alleged use of ByLock, the
ECtHR found that the domestic decisions relating to the applicant's detention do not
contain any element relating to the use of the messaging service in question, such
as, for example, the content or context of messages possibly exchanged.
Consequently, the Court has reiterated and reaffirmed its precedents in the cases of
Akgun and Taner Kilic.

Unfair trials;: Recommendations

19. In line with the ECtHR Grand Chamber’s findings in the Yalginkaya case and the
principles set forth by the TCC, the following recommendations are proposed to the
Turkish authorities for a human rights-friendly use of ByLock evidence.

a. Reverse the verdict delivered by the Kayseri Court in the retrial of
Yuksel Yalcinkaya.

b. Recharacterization of ByLock: Turkish authorities should reassess the
characterization of ByLock, revisiting and potentially reversing judgments
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influenced by an automatic presumption of guilt. Domestic courts should
apply stricter criteria for establishing membership in terrorist organizations,
requiring clearer evidence of an “organic relationship” to the group.

c. Retrial and objective effect of the Yalginkaya judgment: Turkish courts
must consider the objective impact of the Yalginkaya judgment, prioritizing
retrials for individuals convicted based on ByLock allegations to ensure justice
in line with Turkey’s international obligations.

d. Access to complete ByLock dataset: Defendants should have access to
the complete ByLock dataset relevant to their cases to uphold the principle of
equality of arms. Any restrictions on disclosure must be justified and
determined impartially, with defendants receiving at least a digital copy of
their own ByLock data.

e. Examination of exculpatory evidence: Courts must investigate potential
exclusion of exculpatory evidence from ByLock material to prevent
miscarriages of justice, ensuring the integrity of digital evidence.

f. Addressing gaps in ByLock material: Turkish courts should probe missing
time periods within ByLock material to maintain the fairness of proceedings,
ensuring the continuity of digital records.

g. Scrutiny of the Turkish intelligence agency’s handling of data: Courts
should examine the Turkish intelligence agency's processing of ByLock data
without judicial supervision to safeguard the chain of custody and procedural
integrity of digital evidence.

h. Oversight and review of ByLock data: Establishing an independent expert
panel to scrutinize the quality, reliability, and integrity of ByLock evidence is
crucial. This panel should investigate any technical issues and have full
access to relevant materials to ensure a transparent examination.

i. Legal and judicial reforms: Undertake comprehensive reforms to ensure the
collection, use, and evaluation of digital evidence, such as ByLock data,
comply with international human rights standards, particularly those relating to
privacy, due process, and fair trial.

Algorithmic persecution: Introduction

20. Developed and implemented in the aftermath of the failed coup attempt on 15 July
2016, the “FETO-Meter” has been used to identify, dismiss, detain, and otherwise
persecute individuals within the Turkish Armed Forces (TAF) and other parts of the
public sector on the grounds of alleged affiliations with the Gulen Movement,
designated by the Turkish government as the Fethullahist Terrorist Organization
(FETO).

21. Following the 2016 attempted coup, the Turkish government undertook widespread
purges within the military and public services, affecting over 150,000 individuals. The
“FETO-Meter”, an Excel-based algorithm, played a significant role in this process by
profiling military officers and others based on a broad range of criteria, many
unrelated to any criminal activity. This submission highlights the concerns over the
legal basis, methodology, and impact of the FETO-Meter on the rights of individuals.
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The FETO-Meter system in Turkey

22.

23.

24.

25.

The FETO-Meter is a Microsoft Excel-based algorithm designed by Rear Admiral
Cihat Yayci to profile all active and retired military officers. According to Yayci, itis a
“decision support program” that helps the decision makers to uncover the “crypto”
Gulenist soldiers.'® According to the state-run Anatolian News Agency, at least
810,000 individuals have been subjected to this profiling algorithm.2° It has been
used by a special unit called ‘The Office of Judicial Proceedings and Administrative
Action’ (ATIiS), within the Personnel Department of the Turkish Naval Forces (TNF).

The set of criteria deployed in order to try to identify so-called “crypto” Gllenist
soldiers were first published by pro-government journalist Nedim Sener in his book
titted Hero Traitors.?! The book, published on 15 May 2018, includes a document
titted Personnel Criterion Point Card.?? On 11 September 2018, the state-run Anadolu
Agency (AA) published an article that included screenshots of the Personnel Criterion
Point Card.?® Cihat Yayci himself later gave interviews to several news platforms and
explained the criteria and the workings of FETO-Meter in detail.?* In these interviews,
Yayci also confirmed the authenticity of the card which $Sener had published.

According to Sener and Yaycl, each individual is grouped into four categories based
on the score they were given by the algorithm:

(i) 0.00- 0.999 point: to be monitored,

(i) 1.000 — 1.999 point: to be subjected to a thorough investigation,
(iii) 2.000 — 2.999: to be suspended or dismissed from the post,

(iv) 3.000 and above: shall be dismissed.?®

The FETO-Meter criteria which were published by Sener and confirmed by Yayci
may be grouped in four categories, namely (i) those directly about the core of private
life of the profiled person; (ii) those about the professional life (starting from the
military school) of the profiled person; (iii) those about social circle and affiliation of
the profiled person; (iv) those about the relatives of the profiled person.

Legal analysis of the FETO-Meter system:

26.

27.

There is little doubt that the application of the FETO-Meter system in Turkey has
severely intruded on some of the most fundamental principles of the democratic
society governed by rule of law. As explained above, the ATIiiS unit obtained
sweeping personal information about at least 810,000 individuals from various official
bodies and the resulting mass data collection was used to target hundreds of
thousands of people via such measures as dismissal, detention, and prosecution for
terrorism-related charges.?®

The established case law of the two most important international human rights
mechanisms, namely the European Court of Human Rights (ECtHR) 2’ and the UN
Human Rights Committee (HRC),?8 clearly acknowledges that the protection of
personal data is of fundamental importance to a person’s enjoyment of his or her
right to privacy. Similarly, the Turkish Constitution explicitly protects personal data
under its Article 20(3).2° In the case of Ekimdzhiev and Others,*® for example, the
ECtHR explained that “mere storing of data relating to someone’s private life” and
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28.

29.

30.

31.

“general retention of data” may likely violate the right to respect for private life in the
absence of adequate safeguards. In its jurisprudence, the HRC also affirmed that
relevant legislation must specify in detail the precise circumstances in which such
interferences may be permitted and effectively ensure that “information concerning a
person’s private life does not reach the hands of persons who are not authorized by
law to receive, process and use it, and is never used for purposes incompatible” with
the ICCPR.®! In a similar vein, the Turkish Constitutional Court (TCC) has
consistently held that “it is not sufficient that a legal regulation to limit the right to
request the protection of personal data exists in form, but the legal rules must be in
the character of specific, accessible and foreseeable regulations that do not allow
arbitrariness.”??

Despite all these unequivocal principles arising out of the relevant international and
domestic jurisprudence, neither Yayci himself nor the ATIiiS unit, however, have
been legally vested with such wide authority to carry out any of the activities
explained above. Accordingly, there seems to exist no legal basis to lawfully obtain
and process the personal data of hundreds of thousands of individuals. Nor has the
unit ever sought a warrant from a competent judicial authority to obtain and process
the data in question. All those operations were carried out solely pursuant to an order
issued by the then Commander of the TNF who had no authority to delegate such
power to his staff to perform the operations carried out by the ATIIiS.

There is also little doubt that the activities of ATiiiS constitute “automatic processing”
and fit the definition of “high-risk profiling” under Article 2 of Council of Europe
Convention 108, to which Turkey is a party. 3 Such automatic processing of personal
data may constitute serious interferences with a broad spectrum of human rights.
Fundamentally, Convention 108 requires state parties to obtain and process data
fairly and lawfully in a manner that respects a broad spectrum of human rights,
including rights to privacy, peaceful assembly, and expression.

A comprehensive report published by Statewatch in November 2021 finds that the
FETO-Meter was indiscriminately used in post-coup dismissals particularly from the
Turkish army, and that those dismissed had been subjected to “the depths of the
persecution, mistreatment, torture humiliation and victimization in the aftermath of the
15 July 2016 failed coup.”*

The findings of the report in relation to the “collective guilt” standard are worth
quoting in extenso: “...the FETO-Meter list essentially illustrates the expanding
practice of criminalising normal and everyday activities as terrorist crimes. It
establishes a pattern for the application of punitive measures towards not only
primary suspects, but also those people who associate with them, particularly their
family members, colleagues, neighbours, and even social media contacts who they
did not necessarily know. In the vast majority of cases, the evidence gathered
through the application of the ‘FETO-Meter’ list, allegedly linking Turkish citizens to
disparate terrorist organizations, gives rise to a dangerous standard of ‘guilt by
association’ or ‘collective guilt’ which, inter alia, violates the principles of individual
legal responsibility, fairness and legal certainty.”® The report concludes the
application of the FETO-Meter has clearly violated many fundamental human rights
and basic tenets of criminal law, including individual legal responsibility, legal
certainty, the right to a fair trial, the right to privacy and the right to data protection.
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32. Against this backdrop, the FETO-Meter and other similar algorithms have become
powerful tools to demonize, target and supress initially the Gulenists, then Kurdish
and leftist groups and finally virtually all dissent based, in many cases, on a tenuous
or very remote connection with the raison d’étre of the 2016 attempted coup and the
resulting state of emergency. More strikingly, this harsh crackdown and severe
repression utilized an approach characterised by guilt by association, or collective
responsibility.

Recommendations

33. It is highly recommended that the Turkish government should immediately and
unconditionally:

a.

Call for the immediate suspension of the FETO-Meter system until a thorough
and transparent review of its legal basis, methodology, and impact on human
rights is conducted.

Conduct a comprehensive human rights impact assessment of the FETO-
Meter and similar algorithms to evaluate their impact on the rights of
individuals, including the right to privacy, freedom of expression, and the right
to a fair trial.

Ensure transparency and accountability in the use of algorithmic systems,
including the disclosure of criteria, methodologies, and decision-making
processes, as well as accountability mechanisms for abuses.

Establish oversight mechanisms and additional safeguards to ensure that the
use of algorithmic systems like the FETO-Meter is subject to scrutiny and
review by independent courts.

Strengthen its data protection laws to align with international standards,
ensuring that individuals have control over their personal data and that it is
processed fairly and lawfully.

Provide technical assistance and capacity-building support to domestic
authorities to ensure that they have the knowledge and skills necessary to
develop and implement algorithmic systems in compliance with human rights
standards.

Engage meaningfully with civil society organizations, including human rights
defenders, activists, and legal experts, in the development, implementation,
and oversight of algorithmic systems to safeguard against abuses and ensure
respect for human rights

Undertake legislative and constitutional reforms to ensure that any algorithmic
systems used for profiling individuals or making decisions affecting their rights
are in compliance with international human rights standards, including the
right to privacy and data protection.
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‘ByLock Prosecutions and the Right to Fair Trial in Turkey: The ECtHR Grand Chamber’s
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‘Algorithmic persecution in Turkey’s post-coup crackdown: The FETO-Meter system’,
Statewatch, November 2021
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